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What is Social Networking 

• An online platform for a particular 
group of users to share information. 
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Facilities of SN 

• Group formation. 
• Public and private messaging. 
• Comment. 
• Chatting. 
• Photo sharing 
• Video sharing. 
• Link sharing. 
• Event. 
• Survey. 
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Precaution for creating a 
profile 
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Starting with Social networking 

• Provide only required information. 

• Keep changing password. 

• Upload useless photo as profile 
picture which can’t be used by 
others. 

• Use social networking wisely, it is 
not just a fun. 
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Making friends 
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Be aware !  
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Getting friends 

• Identify carefully then accept 
friendship. 

• Invite only known friends. 

• Do not accept friendship only by 
name or profile photos. Confirm 
personally.  

• Don’t just increase number but 
friends. 
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Getting friends 

• See mutual friends. 

• Watch her wall. 

• See photos uploaded by her. 

• Monitor her activities for some 
days. 
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Stop interaction with fake profiles. 
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Creating Groups/Community 
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Group formation. 

• One can form groups. 
• Give representative name to a group 

and describe. 
• Invites friends to join. 
• Response to request of joining a 

group. 
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Groups/Community  

• Be clear in purpose of creation of 
groups. 

• Add only well known friends. 
• Don’t try to increase number only. 
• Be and make aware to members 

about social and legal accountability. 
• Delete sensitive post. 
• Remove distracting members. 
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Chat  

• Chat is a live interaction by typing 
or video. 

• Chat with only well known friends. 

• Type in short. 

• Respect others personality, privacy 
and time. 

• Chat with distant friends. 
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Message  

• Public messages can be posted on a 
wall. 

• Public message is also called 
“comment/tweet” 

• Private messages go in an inbox. 
Only user can see it. 

• Follow netiquettes.  
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Event  

• User can create events and invite 
others for attending. 

• Date, time, purpose, venue, 
expectations should be describes 
properly. 

• Keep all controls of invitation with 
you. 

 

5/23/2024 30 sgisave@gmail.com 



5/23/2024 31 sgisave@gmail.com 



5/23/2024 32 sgisave@gmail.com 



Photographs 

• User can upload photographs. 

• Friends can comment on it. 

• Friends can mark photograph as a 
“like”/ “tag” etc. 

• Photos can be downloaded, even by 
non friends also. 
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Photographs  

• Be careful and alert about uploading 
photos. 

• Remember photographs can be 
downloaded by any unknown person. 

• Pornological people hunting around 
the net. 

5/23/2024 35 sgisave@gmail.com 



Photographs 

• Upload your profile photo minimal to 
identify. 

• Don’t upload your own photographs 
if not necessary.  

• Don’t upload others photograph with 
their permission. 
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Share  

• Links of web sites 

• Power point presentations 

• Video files 

• Doc files 
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Apps  

• Various interesting applications. 

• Main purpose to entertain. 

• Games, birthday calendar, my best 
friends chart etc. 

• All apps may not safe. 
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Mobile Social Networking 
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Mobile Social Networking 

• Very useful to connect with 
family, friends, colleagues and 
professional. 

• Quick sharing is possible. 

• Variety of media sharing is very 
useful e.g. video, photo, text, 
smilies, location etc. 
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Mobile Social Networking 

• Don’t forward blindly. 

• Don’t become a part of hate 
tactics 

• Create your own messages. 
• Don’t be a part of unknown a group. 

• Don’t add unknown member in a 
group 
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blog.kaspersky.com 

Mobile Social Networking 

http://www.google.co.in/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0CAYQjB0&url=http://blog.kaspersky.com/threats-to-mobile-privacy/&ei=BdblVP75J4eGuATstYDYAQ&psig=AFQjCNHkMboov1RDNMT9oNPo8rKM5JYpig&ust=1424435039807761
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http://lifehacker.com/5715169/these-apps-

are-rampantly-stealing-your-info-without-

permission 
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Mobile Social Networking 

• Be aware of vulnerability of 
apps. 

• Read permissions of apps 
carefully. 

• Don’t make confidential 
activities on mobile e.g. e-
banking, e-shopping, examination 
etc. 
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Remember  

• Social Networking is not a 
substitute for society. 

• Real interaction is more important 
than online interaction. 

• If real interaction is not possible 
then e-interaction is useful. 
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Precautions   
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Be aware of Phishing sites 



Precautions   
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Precautions   
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Precautions   

• Social Networking is not a 
substitute for society. 

• Real interaction is more important 
than online interaction. 

• If real interaction is not possible 
then e-interaction is useful. 
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• Be selective about who you accept 
as a friend on a social network. 
Identity thieves might create fake 
profiles in order to get information 
from you.  
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Precautions   



• Choose your social network 
carefully. Evaluate the site that 
you plan to use and make sure you 
understand the privacy policy. Find 
out if the site monitors content 
that people post.  
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Precautions   



• Use caution when you click links 
that you receive in messages from 
your friends on your social website. 
Treat links in messages on these 
sites as you would links in email 
messages. 
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Precautions   



• A common way that hackers break into 
financial or other accounts is by 
clicking the "Forgot your password?" 
link on the account login page.  

• To break into your account, they 
search for the answers to your 
security questions, such as your 
birthday, home town, high school class, 
or mother's middle name.  
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Precautions   



• When you join a new social network, you 
might receive an offer to enter your email 
address and password to find out if your 
contacts are on the network. The site 
might use this information to send email 
messages to everyone in your contact list 
or even everyone you've ever sent an email 
message to with that email address. Social 
networking sites should explain that 
they're going to do this, but some do not. 

5/23/2024 sgisave@gmail.com 61 

Precautions   



• Assume that everything you put on 
a social networking site is 
permanent. Even if you can delete 
your account, anyone on the 
Internet can easily print photos or 
text or save images and videos to a 
computer.  
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Precautions   



• Be careful about installing extras on 
your site. Many social networking sites 
allow you to download third-party 
applications that let you do more with your 
personal page. Criminals sometimes use 
these applications to steal your personal 
information. To download and use third-
party applications safely, take the same 
safety precautions that you take with any 
other program or file you download from 
the web.  
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Precautions   



• Talk to your kids about social 
networking. If you're a parent of 
children who use social networking 
sites 
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Precautions   



Use Help Centre 

• Read and download documents of 
help centre. 

• Keep in touch with help centre. 

• Follow guidelines of help centre. 
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Be smarter than your 
mobile.......! 
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Thank You all ! 
By, 

Prof. Suresh G. Isave 
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